2022 PJM Grid Security Drill

Ed Figuli, Sr. Operator Trainer
Nitin Sem, Business Continuity Sr. Analyst

Confidential: Limited External Use PJM © 2022

[2022 PJM Grid Security Drill]




é/ Recent Changes

 EXxercise date has been moved to November 15
 Extended deadline to return Participation Form by June 30

* Coordination with State Agencies
— PJM to schedule one meeting in late July
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é/ Drill Overview

On November 15, 2022 PJM will conduct a
system-wide exercise to assess the readiness of
incident response in the event of operations
disruptions as a result of physical and cyber
events.

e Implement PJM routine and emergency
procedures as necessary to maintain the
reliability of the bulk electric system.

e Exercise communication channels.

 lIdentify and document opportunities to
improve roles, protocols, plans and facilities
during a crisis.

(Measures beyond )

ReS| | |e nce f:'l reliabilty criteria

ensure resilience
5 . A
Risks:

Extreme Weather

RQ ‘ | d b| | |Ty Physical Attacks

Fuel Source/Security
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PY

Schedule

Activity Date

Kick-off Meeting

May 5

Monthly Member Meetings

First Thursday of each month

Confirm Participation June 30
Individual Member Inject Discussion Meetings June / July / Aug
State Agency Coordination Meeting Late July

Simulation Snapshot Date

August 26 (September 2 as backup)

Inject Deadline

September 2

Inject Freeze Date

September 16

Final Inject Discussion Meeting (Scenario Walkthrough)

October 6

Communications Test (Phones & All Call)

October 25 (1000 hrs)

Drill Execution / Capture Actions and Lessons Learned

November 15 (0800 through 1700)
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é/ Contact Information

Ed Figuli | edward.figuli@pjm.com | 267.649.1830

Nitin Sem | nitin.sem@pjm.com | 610.635.3068

Rebecca Gerber | rebecca.gerber@pjm.com | 610.666.4660
Samantha Lutcza | samantha.lutcza@pjm.com | 610.666.2183
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