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PJM Security Update – February 2024

Important Security Alerts
• Microsoft Corporate Emails Compromised: 

Threat actors gained access to mailboxes for 
some Microsoft employees.

• HPE Reports Security Incident:
Attackers exfiltrated data from small number of 
corporate email accounts.

• Encrypted File Used as Phishing Lure:
Attack uses social engineering and protected 
file to gain access to users’ systems.

• Ivanti Vulnerabilities Exploited: CISA warns 
about attacks against remote access software.

Key Threats
• Phishing and smishing attacks

• Exploitation of unpatched vulnerabilities

• Distributed denial of service attacks

• Business email compromise

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Jim Gluck
jim.gluck@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com


