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2 PJM Security Update — February, 2023

Important Security Alerts PJM Actions
. SMS-based CEO Impersonation: E-ISAC * Following DHS CISA shields up recommendations

reports from members being targeted. * Blocking international and anonymized network traffic

- Protecting Against Malicious Use of * Prioritizing external vulnerability remediation
Remote Access Software: CISA Joint * Exercising incident response plans
Advisory AA23-025A on a recent attack.

Contact PJM

* Fraudulent LinkedIn Account: E-ISAC
* To report unusual events, notify your normal PJM contacts.

report on an account impersonating an
employee. * To report connectivity issues contact Member Relations.

* To report suspicious email, notify SecurityAlertTm@pjm.com.

 Lastpass Breach: Widely-used cloud-based
password management product breached.

Share this info with your security team.
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épjm Contact

Presenter:
Steve McElwee
steve.mcelwee@pjm.com

Security Update Member Hotline

(610) 666 — 8980
(866) 400 — 8980

custsve@pjm.com
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




