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Security Update – November 2022

Important Security Alerts
•  Fortinet Vulnerability CVE-2022-40684: E-

ISAC has reported active exploitations.

• Malware Impacting ESXi Systems: 
Mandiant released a report on malware 
impacting VMWare hypervisors.

• Top CVEs Targeted by PRC Cyber Actors: 
CISA report AA22-279A on vulnerabilities 
used by state-sponsored threat actors.

• Microsoft 365 Security Baselines: CISA 
published security configuration baselines for 
M365 environments.

PJM Actions
• Following DHS CISA shields up recommendations

• Blocking international and anonymized network traffic

• Prioritizing external vulnerability remediation

• Exercising incident response plans

Contact PJM
• To report unusual events,  notify your normal PJM contacts.

• To report connectivity issues contact Member Relations.

• To report suspicious email, notify SecurityAlertTm@pjm.com.

• Share this info with your security team.

mailto:SecurityAlertTm@pjm.com
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Contact

Presenter: 
Steve McElwee
steve.mcelwee@pjm.com

Security Update Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com
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