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é/ Security Update — June 2022

Important Security Alerts PJM Actions
« CVE-2022-30190: Microsoft remote code Following DHS CISA shields up recommendations

execution vulnerability

» AA22-137A: Weak security controls and
practices routinely exploited for initial access

» AA22-138A: Exploitation of F5 vulnerability

+ ICS Advisory: Mitsubishi Electric MELSOFT Contact PJM
GT OPC UA vulnerabilities To report unusual events, notify your normal PJM contacts.

« Emergency Directive 22-03 — Mitigate
VMWare vulnerabilities

Blocking international network traffic

Blocking anonymized network traffic

Prioritizing external vulnerability remediation

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




